HTTP, HTTPS, and Cryptography Quiz

HTTP
1. What does a 404 HTTP status code mean?
A. Server error
B. Unauthorized
C. Not Found
D. OK
10. What does a 200 HTTP status code indicate?
A. Error
B. Redirect
C. Success
D. Timeout
11. HTTP encrypts data between client and server.
True / False
100. Does HTTP/0.9 send metadata?
Yes / No
101. Which version of HTTP reuses the socket?
HTTP/0.9     HTTP/1.0    HTTP/1.1    HTTP/2    HTTP/3
110. When using HTTP, what separates the metadata from the page content?


HTTPS
1001. HTTPS hides the exact pages you visit on a website from your ISP.  In other words, it hides from the ISP which article you are visiting within Wikipedia.
True / False
1010. HTTPS ensures data cannot be modified during transmission without detection.
True / False
1011. When sending pages, HTTPS uses:
· Public key encryption 
· Normal symmetric encryption 
1100. Name one thing your ISP can still see if you use HTTPS:

1101. What does a modern browser cache? (Pick zero or more)
· Web pages 
· CSS files 
· Images 
1110. Which is faster?  (Pick one)
       HTTP      HTTPS     Same
1111. Which of these are functions of HTTPS? (Pick zero or more)
· Hide from your ISP the website you are connecting to 
· Hide from your ISP the contents of the web pages you are downloading 
· Hide from your ISP the contents of forms you send to the website 
· Verify you are actually talking to the website you intended (e.g., Amazon.com) 
10000. What is an X.509 Certificate? (pick one)
A. A file containing the private key of a website
B. A file containing the public key of a website
C. A file containing the private key of a website, signed by an authority
D. A file containing the public key of a website, signed by an authority

Cryptography
10001. I encoded a message using my private key. How does one decode it?
· With the private key 
· With the public key 

Programming
10010. The code below prints a "12". What does the 12 mean?

int q = write(socket, "abcdefghijklmnopqrstuvwxyz", 26);
cout << q << endl;


