Survivor of the System Administrator
Study Guide & Review Questions
  Command Line
1.  What command would rename a file "hero" into a file "villain"?
Answer:  _______________________________________________
2.  What command will let me look at the permissions of the file 'secret.txt'?
Answer:  _______________________________________________
3.  Which of these patterns will match the file zac.txt?  Circle ALL that apply.
☐ z*    ☐ z*.txt    ☐ zac.?    ☐ [a-z].txt
4.  Suppose I type "alex < david | nick".  Which of these things are executable commands?  Circle ALL that apply.  Zero or more.
☐ alex    ☐ david    ☐ nick
5.  I want to delete Apache and everything associated with it, including the config files.  What command would do this?
Answer:  _______________________________________________
6.  What command would show you how much disk space is left on your system?
Answer:  _______________________________________________
  Redirection and Piping
1.  In the command thing1 | thing2 < thing3 > thing4, which of these is/are an executable?
Answer:  _______________________________________________
2.  In the command colby > bostonRob, what happens to bostonRob's previous contents?
○  BostonRob does not change
○  BostonRob gets appended to
○  BostonRob gets erased, and then new contents are put into it.
3.  What command should I use to find all the files at or below /home/fred that end in ".mp3"?
Answer:  _______________________________________________
4.  I type cat file.txt | grep "error" >> errors.log.  Does this overwrite or append to errors.log?
Answer:  _______________________________________________
5.  I type ls /thing 2> fred.txt.  What does the 2> do?
Answer:  _______________________________________________
  File Matching
1.  What patterns match possibly long file names that start with a 'b', and no others?
☐ b    ☐ b*    ☐ [b]    ☐ b?    ☐ *b*    ☐ b.*    ☐ None_of_these
2.  Which files will be deleted by rm a*b?c?  (Choose zero or more)
☐ abba    ☐ Abbac    ☐ Cab    ☐ bac    ☐ alphabetic    ☐ acrobc    ☐ booc
  Users
1.  Who owns /home/steve?
○  steve
○  root
○  no one
○  the first user made on the system
2.  Here are two lines from /etc/passwd.  Which user has the super user power?
root:x:11:11:,,,:/root:/bin/bash
super:x:0:0:,,,:/home/super:/bin/bash
○  root
○  super
3.  Where is the plain text of the password for users stored?
○  /etc/passwd
○  /etc/shadow
○  /etc/group
○  /etc/gshadow
○  no where
4.  Which song says:
"Now you get to watch her leave / Out the window / Guess that's why they call it window pane"
Song:  _______________________________________________
5.  How come /etc/shadow is not world readable?  Why not make it world readable?  What is the fear?
Answer:  _______________________________________________
           _______________________________________________
6.  (Yes/No) Two people (Caden and Bradley) have the same password ("CarolineIsCool").  Is the password field stored in /etc/shadow the same for them both?
☐  Yes        ☐  No
7.  In /etc/passwd, what does the x in the password field mean?
○  The password is "x"
○  The password is stored in /etc/shadow
○  The account is disabled
○  The user has no password
8.  What command would you use to add a new user named "walter" to the system?
Answer:  _______________________________________________
  Apache
1.  Where are the log files for apache stored?
○  /etc/apache
○  /var/log/apache2/access_log
○  /var/apache2/access_log
○  /etc/apache2/access_log
2.  I want http://server.com/it.html to display the contents of /home/fred/it.html.  What Apache directive should I use?
Answer:  _______________________________________________
3.  Where is the file for http://server.com/fred.html?  My Apache config has directives that include "DocumentRoot /a" and "Userdir b"
Answer:  _______________________________________________
4.  File not found is code?
☐ 200    ☐ 304    ☐ 401    ☐ 404    ☐ 451
5.  I have 123 lines in /var/log/apache2/access.log.  What does this mean?  (Choose the closest answer)
○  123 times I received a request from a browser
○  123 different IP numbers have sent me a request
○  123 times someone looked at a page on my server
○  123 times there has been an error
○  123 times I have restarted the apache server
6.  (Yes/No) If someone changes a file being published by your webserver, must you restart the web server to see the new file?
☐  Yes        ☐  No
7.  A web request comes in for http://server.com/fred/.  That is a directory containing many files, including an index.html file.  What will the user see?
○  The contents of index.html
○  The contents of the directory
○  The contents of the directory if "Indexing" is turned on for that directory.
○  The contents of the directory if "DirectoryListing" is turned on for that directory.
○  A picture of a cold person at North Dakota State University
  Permissions
1.  Who (if anyone) can delete the file '/home/steve/Desktop/killme.txt' given the ls output below?
ls -l /home/steve
drwxrwxrwx 6 steve napoleon 4096 2008-10-05 17:52 Desktop
ls -l /home/steve/Desktop
drwxr-xr-x 6 rappleto napoleon 4096 2008-10-05 17:52 killme.txt
Answer:  _______________________________________________
2.  How do I set the permissions of 'foo.txt' to be not writeable by anyone?  Show me a command or three.
Answer:  _______________________________________________
3.  (True/False)  If you have write permission on a file, you can also read the same file.
☐  True        ☐  False
4.  (True/False)  If you have read and write permission on some file, you can delete the file.
☐  True        ☐  False
5.  (True/False)  A user can delete a file they don't own if they have write permission on the directory containing that file.
☐  True        ☐  False
  Samba
1.  Suppose I make a Samba share, but forget to run "exportfs -a".  What happens?
○  The share is not created
○  No one can log into the share
○  The files within that share are deleted.
○  It works fine.  Nothing bad happens.
2.  (Yes/No) Must the password Madison uses to log in to her computer, and the password she uses to log into her Samba share, be the same password?
☐  Yes        ☐  No
3.  (Yes/No) Suppose I have a share named "Vader".  Must I have a user named "Vader"?
☐  Yes        ☐  No
4.  What command do you run to set or change a Samba user's password?
Answer:  _______________________________________________
  NFS
1.  In /etc/exports I have the line:
/ryan alexander.nmu.edu(rw)
But the computer alexander.nmu.edu keeps getting "permission denied" when it tries to mount?  Both computers are on the network and the network is good.  What might be the problem?
Answer:  _______________________________________________
           _______________________________________________
2.  Add to /etc/fstab to automatically NFS mount the server thayer.nmu.edu's /game/sales directory onto the local directory /stupid on every reboot.
/dev/sda1    /               ext2    rw    0 0
/dev/sda2    /WEENIE_DOS     dos     rw    0 0
New line:  _______________________________________________
3.  How does one enable password protection for the mounting of NFS servers?
Answer:  _______________________________________________
4.  What command do you run after editing /etc/exports to make the changes take effect without restarting the server?
Answer:  _______________________________________________
5.  What file on the client machine would you edit to automatically mount an NFS share on boot?
Answer:  _______________________________________________
